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The GridKa-CA

Accredited since 2002 – first as 'FZK-Grid-CA', 2003 change to 
'GridKa-CA' run by Forschungszentrum Karlsruhe GmbH 
(Germany)

Issued 7770 certificates (valid about 3900, two third hosts)

Now FZK is going to be merged with University of Karlsruhe to 
'Karlsruhe Institute of Technology'.

Former departement 'Institute for Scientific Computing (IWR)' 
has already changed to 'Steinbuch Centre of computing (SCC)' 
which combines the computing centres of FZK and University of 
Karlsruhe

=> Yet another name change, but this will not remain the only 
change in the CP/CPS...
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How was the review done?

Review based on the following documents 

Guidelines for auditing Grid CAs version 1.0-b7 (1.0-b6 inside 
Document) from Yoshio
https://forge.gridforum.org/sf/go/doc4858

Relevant IGTF Authentication Profile(s)
http://www.eugridpma.org/guidelines/IGTF-AP-classic-4-2.pdf

Grid Certificate Profile document
draft-ogf-caops-grid-certificate-profile-v27.doc

RFC 5280
http://tools.ietf.org/html/rfc5280

RFC 3280
http://www.ietf.org/rfc/rfc3280.txt

Full report, documents and links will be given to reviewers (Jens 
Jense, Milan Sova)

https://forge.gridforum.org/sf/go/doc4858
http://www.eugridpma.org/guidelines/IGTF-AP-classic-4-2.pdf
https://forge.gridforum.org/sf/tracker/do/viewArtifact/projects.ggf-editor/tracker.published/artf5963?selectedTab=attachments
http://tools.ietf.org/html/rfc5280
http://www.ietf.org/rfc/rfc3280.txt
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Classification

A = Good (green)

B = Recommendation minor change (yellow)

C = Recommendation major change (orange)

D = Advice must change (red)
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Review results overview

Joke ;)
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Real review results overview
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C - major changes in CP/CPS 

Additionally the structure is not equivalent to the structure like 
stated from Yoshio in his document (~ RFC 2527). This results in 
many „B“ - minor changes which are more or less all Policy 
related.

=> our practice is better than the policy

=> a lot of policy work has to be done

=> is a change to RFC 3647 recommended?
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C - major changes in CA certificate

Also der CRL distribution point points to .pem (not .der) (– but 
the website delivers .der, EE certificates ok)

Until now this hasn't broken anything – is it needed to be 
changed?
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C - major changes in CRL

version will be 
changed

any known 
problems with 
crl version 2?
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C - major change in EE certificates

will be 
changed 
in version 
1.6 

what 
about 
'objsign'?
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D - must be changed - EE certificates

mainly Policy work 

and to add on website with information for users
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D - must be changed - Records archival

Done
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D - must be changed - Audits

RA information is verified more than once a year

Other stuff has to be improved
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D - must be changed - Publication and 
repository obligations

Policy work only

Practice ok, root certificate is at Terena, is in IGTF distribution
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D - must be changed - Disaster recovery

Policy and 
operational 
manual has to 
be improved
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Conclusion

Find two external reviewers (Done)

Compare rating

Work on Policy – change to new standard (?)

Reissue CA-certificate (??????)

Change Extensions in EE certifcates

Change CRL version to v.2
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Thank you for your attention!

Steinbuch Centre for Computing (SCC)

??
?
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Links

http://grid.fzk.de

https://gridka-ca-sec.fzk.de

http://grid.fzk.de/

